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Changing Your Paradigm on 
Risks & Controls

Kevin Robinson, CIA,CFE, CCEP
Associate Vice President

Audit, Compliance, & Privacy
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My Objective: 
Paradigm Change

Paradigm - A set of assumptions, concepts, values, and 
practices that constitutes a way of viewing reality for 
the community that shares them 
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Risk – What Is It?

• Anything bad that might happen and 
prevent us from achieving our 
objectives.

• Why should you care?
“Because every manager is a risk 

manager.” 
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Risk Mgt Failure
A Real Life Example –

Nov 18, 1999

• 12 Dead and 27 Injured in Bonfire Collapse.
• “….panel found that organizational failure 

contributed to the bonfire accident.”
• Texas A&M today
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• “Publix will be a little better place to 
work, or not quite as good because of 
you.” – George Jenkins

• “Auburn University will be a little better 
at managing risk, or not quite as good 
because of you.” – KR

• Risk management may not be in your 
title – but it is in your job.

George Jenkins, Founder of 
Publix Grocery Stores 

7
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Risk Management Tips

• Risk comes on all levels from the 
strategic to the transactional.

• Goal isn’t to eliminate all risks, but 
to manage where we have higher 
levels than we want.

• There are many ways to evaluate 
risks and all involve some 
subjectivity.
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3 Risk Suggestions

• Pro-active risk management doesn’t 
have to be complicated.

• Pay attention to what’s happening 
at other schools and consider if you 
have risk that are too high.

• Preventing crisis is virtually always 
cheaper.
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Possible Responses to Risk

• 1. Avoid it.
• 2. Live with it.
• 3. Share it (or 

transfer it to 
someone else).

• 4. Attempt to 
manage it.
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Internal Controls
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Exclusive photo from the last time an auditor 
discussed internal controls with COSO triange: 
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Risk Assessment/Internal Control 
a Practical Illustration
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The Mystery of Internal Controls

“Everyone has a personal 
internal control system (PICS).”
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PICS

• Debit Cards –
• pin numbers
• Your House –
• locking doors
• Bank Accounts –
• monthly 

reconciliations

• Your Car –
maintenance, 
insurance.

• Your Self – seat belts, 
exercise, insurance.

• Anything you do in 
your personal business 
to protect yourself and 
achieve objectives.
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10 Suggestions for Internal 
Control

Following these simple 
suggestions will greatly improve 

the controls in your area.
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10 Suggestions

• 1. Set a strong example for the expectation 
of ethical behavior, compliance with 
laws/policies, and communicate your 
expectations routinely to your unit’s personnel.

• 2. Never sign something you don’t 
understand. Also sign only your own name.

• 3. Don’t violate legal requirements for 
anyone (aka the prison avoidance rule).
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10 Suggestions

• 4. If something doesn’t make sense ask 
questions about it until you do.  Pay 
attention to what your employees are doing.

• 5. Be familiar with institutional policies and 
procedures. Be willing to call and ask 
questions. 

• 6. Consider unique risks your unit may 
have (i.e. cash collections, contracts and 
grants, etc.) and ensure additional oversight 
is provided.



CE
RT

IF
IC

AT
IO

N
 P

RO
G

RA
M

10 Suggestions
• 7. Ensure accounts are reconciled monthly and review 

this reconciliation for any unusual transactions. (This 
should include a review of payroll and leave reports.) 

• 8. Don’t let one employee have complete control of any 
process.

• 9. Keep offices and labs locked to protect property, 
data, and other resources. (Remember to shred paper 
documents with identifying information.)

• 10. Ensure institutional assets are used for institutional  
business.
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Control Evaluation Is Ongoing
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Avoid the 2 Big Myths
Myth 1:

• “We will send it through and if it is 
processed, if it is, then it’s okay.” 

• Fiduciary responsibility rests with 
you if you send something through 
you are saying it’s okay. 
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Myth 2

• “It is our money anyway, we can 
spend it however we want.”

• State and federal law dictate what 
is allowable – you are a steward of 
funds.
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Focus on Fraud  

• Colleges and Universities all face 
unique risks with respect to fraud -
particularly occupational fraud.

• A major fraud has substantial 
implications for the institution:

Fund raising, legislative, federal, 
general public relations

http://images.google.com/imgres?imgurl=http://www.camagazine.com/multimedia/CAmagazine/CA_Magazine/2005/Aug/fraud.jpg&imgrefurl=http://www.camagazine.com/2/7/0/7/6/index1.shtml&h=269&w=288&sz=88&hl=en&start=17&tbnid=14ofgkqF4yhgpM:&tbnh=107&tbnw=115&prev=/images?q=Fraud&gbv=2&hl=en&safe=off
http://images.google.com/imgres?imgurl=http://www.camagazine.com/multimedia/CAmagazine/CA_Magazine/2005/Aug/fraud.jpg&imgrefurl=http://www.camagazine.com/2/7/0/7/6/index1.shtml&h=269&w=288&sz=88&hl=en&start=17&tbnid=14ofgkqF4yhgpM:&tbnh=107&tbnw=115&prev=/images?q=Fraud&gbv=2&hl=en&safe=off
http://images.google.com/imgres?imgurl=http://www.youngwriterssociety.com/ywsblog/wp-content/uploads/2007/10/fraud-scam.jpg&imgrefurl=http://www.youngwriterssociety.com/ywsblog/?p=673&h=324&w=300&sz=34&hl=en&start=6&tbnid=euckciUHbnoU6M:&tbnh=118&tbnw=109&prev=/images?q=Fraud&gbv=2&hl=en&safe=off
http://images.google.com/imgres?imgurl=http://www.youngwriterssociety.com/ywsblog/wp-content/uploads/2007/10/fraud-scam.jpg&imgrefurl=http://www.youngwriterssociety.com/ywsblog/?p=673&h=324&w=300&sz=34&hl=en&start=6&tbnid=euckciUHbnoU6M:&tbnh=118&tbnw=109&prev=/images?q=Fraud&gbv=2&hl=en&safe=off
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Fraud Defined

• In criminal law, fraud is the crime or 
offense of deliberately deceiving
another in order to damage them –
usually, to obtain property or 
services unjustly. 

http://en.wikipedia.org/wiki/Deception
http://images.google.com/imgres?imgurl=http://www.securitysoftwarezone.com/modules/news/files/fraud%20scam.jpg&imgrefurl=http://www.securitysoftwarezone.com/active-shield-prod358-34.html&h=324&w=300&sz=34&hl=en&start=5&um=1&tbnid=tSOHTFp7iDfhIM:&tbnh=118&tbnw=109&prev=/images?q=Fraud&ndsp=20&svnum=10&um=1&hl=en&safe=off&sa=N
http://images.google.com/imgres?imgurl=http://www.securitysoftwarezone.com/modules/news/files/fraud%20scam.jpg&imgrefurl=http://www.securitysoftwarezone.com/active-shield-prod358-34.html&h=324&w=300&sz=34&hl=en&start=5&um=1&tbnid=tSOHTFp7iDfhIM:&tbnh=118&tbnw=109&prev=/images?q=Fraud&ndsp=20&svnum=10&um=1&hl=en&safe=off&sa=N
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Fraud Happens

http://blog.thedemocraticdaily.com/wp-content/enron.jpg
http://blog.thedemocraticdaily.com/wp-content/enron.jpg
http://images.google.com/imgres?imgurl=http://www.cbc.ca/gfx/photos/bizlogo_worldcom.gif&imgrefurl=http://www.cbc.ca/money/story/2002/11/15/capellas_021115.html&h=85&w=113&sz=2&hl=en&start=9&tbnid=b0nQhvcO5OWvJM:&tbnh=65&tbnw=86&prev=/images?q=WorldCom+Fraud&svnum=10&hl=en&safe=off&rls=RNWE,RNWE:2004-23,RNWE:en&sa=G
http://images.google.com/imgres?imgurl=http://www.cbc.ca/gfx/photos/bizlogo_worldcom.gif&imgrefurl=http://www.cbc.ca/money/story/2002/11/15/capellas_021115.html&h=85&w=113&sz=2&hl=en&start=9&tbnid=b0nQhvcO5OWvJM:&tbnh=65&tbnw=86&prev=/images?q=WorldCom+Fraud&svnum=10&hl=en&safe=off&rls=RNWE,RNWE:2004-23,RNWE:en&sa=G
http://images.google.com/imgres?imgurl=http://news.minnesota.publicradio.org/features/2005/03/17_horwichj_bizethics/images/getty3039076_large.jpg&imgrefurl=http://news.minnesota.publicradio.org/features/2005/03/17_horwichj_bizethics/&h=225&w=300&sz=32&hl=en&start=16&tbnid=rkzelEEVI1ERnM:&tbnh=87&tbnw=116&prev=/images?q=WorldCom+Fraud+Headlines&svnum=10&hl=en&safe=off&rls=RNWE,RNWE:2004-23,RNWE:en&sa=G
http://images.google.com/imgres?imgurl=http://news.minnesota.publicradio.org/features/2005/03/17_horwichj_bizethics/images/getty3039076_large.jpg&imgrefurl=http://news.minnesota.publicradio.org/features/2005/03/17_horwichj_bizethics/&h=225&w=300&sz=32&hl=en&start=16&tbnid=rkzelEEVI1ERnM:&tbnh=87&tbnw=116&prev=/images?q=WorldCom+Fraud+Headlines&svnum=10&hl=en&safe=off&rls=RNWE,RNWE:2004-23,RNWE:en&sa=G
http://images.google.com/imgres?imgurl=http://blog.nj.com/hudsoncountynow_impact/2009/02/large_madoff.JPG&imgrefurl=http://www.nj.com/hudson/index.ssf/weehawken/&usg=__RFNULhezt7OgeF05hqTdi1vfWQw=&h=566&w=452&sz=81&hl=en&start=3&tbnid=XFe2guARNco-DM:&tbnh=134&tbnw=107&prev=/images?q=Bernie+Madoff+court+arrival&gbv=2&ndsp=20&hl=en&safe=off&sa=N
http://images.google.com/imgres?imgurl=http://blog.nj.com/hudsoncountynow_impact/2009/02/large_madoff.JPG&imgrefurl=http://www.nj.com/hudson/index.ssf/weehawken/&usg=__RFNULhezt7OgeF05hqTdi1vfWQw=&h=566&w=452&sz=81&hl=en&start=3&tbnid=XFe2guARNco-DM:&tbnh=134&tbnw=107&prev=/images?q=Bernie+Madoff+court+arrival&gbv=2&ndsp=20&hl=en&safe=off&sa=N
http://images.google.com/imgres?imgurl=http://coverawards.com/wp-content/uploads/2008/12/nyposthatedmaninnycoverawardsmarkpasetsky2.jpg&imgrefurl=http://coverawards.com/2008/12/16/news_bernie_madoff_3901/&usg=__9qYKUq93fnp1-HSlcKsG6DM1yPY=&h=510&w=450&sz=27&hl=en&start=28&tbnid=OGZLeTCCRkME3M:&tbnh=131&tbnw=116&prev=/images?q=Madoff+Ponzi+Scheme+Headline&gbv=2&ndsp=20&hl=en&safe=off&sa=N&start=20
http://images.google.com/imgres?imgurl=http://coverawards.com/wp-content/uploads/2008/12/nyposthatedmaninnycoverawardsmarkpasetsky2.jpg&imgrefurl=http://coverawards.com/2008/12/16/news_bernie_madoff_3901/&usg=__9qYKUq93fnp1-HSlcKsG6DM1yPY=&h=510&w=450&sz=27&hl=en&start=28&tbnid=OGZLeTCCRkME3M:&tbnh=131&tbnw=116&prev=/images?q=Madoff+Ponzi+Scheme+Headline&gbv=2&ndsp=20&hl=en&safe=off&sa=N&start=20
http://en.wikipedia.org/wiki/File:Ponzi.jpg
http://en.wikipedia.org/wiki/File:Ponzi.jpg
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Occupational Fraud Defined:

“The use of one’s 
occupation for personal 
enrichment through the 
deliberate misuse or 
misapplication of the 
employing organization’s 
resources or assets.”
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My First Exposure to 
Occupational Fraud
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The Fraud Triangle
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Pressure

• Key is that the pressure is non-
sharable.

• Typical pressures include
1. Debt
2. Addictions: alcohol, gambling, 

drugs
3. Family problems: health, marital
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Rationalization

• They don’t pay me enough.
• I’m only borrowing.
• Everyone else is doing this.
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Opportunity

• Access to funds
• Access to inventory
• Ability to process transactions
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“Former Officer Sentenced in $60,000 
Theft”

“He was a star.”
• 21 year veteran of police force.
• 5 time officer of the year.
• “The most decorated officer I 

have ever seen. I had the 
utmost confidence in Faron.” 

• "I first took the money out for 
bill purposes for my family. I've 
had financial problems,“ 

• "I got stuck in a financial mess. 
I had every intention of paying 
it back, but I was unable to and 
I took more to try and survive." 

http://images.google.com/imgres?imgurl=http://2.bp.blogspot.com/_evt9nG3StJM/SWRV2HvLPSI/AAAAAAAAA6k/a3FNsYIAb-c/s200/Faron+White.jpg&imgrefurl=http://whathappenedtoprotectandserve.blogspot.com/2009_01_01_archive.html&usg=__rmU8flxJ5ojCvxxFfccxMKUmKdc=&h=197&w=190&sz=7&hl=en&start=6&sig2=3T9PdbfsbMBAzqMv2FnLbA&tbnid=t6q0gouP_ZN0NM:&tbnh=104&tbnw=100&prev=/images?q=Faron+White&gbv=2&ndsp=18&hl=en&safe=off&sa=N&ei=1He7SrmQGIP8tgPdt4n8Aw
http://images.google.com/imgres?imgurl=http://2.bp.blogspot.com/_evt9nG3StJM/SWRV2HvLPSI/AAAAAAAAA6k/a3FNsYIAb-c/s200/Faron+White.jpg&imgrefurl=http://whathappenedtoprotectandserve.blogspot.com/2009_01_01_archive.html&usg=__rmU8flxJ5ojCvxxFfccxMKUmKdc=&h=197&w=190&sz=7&hl=en&start=6&sig2=3T9PdbfsbMBAzqMv2FnLbA&tbnid=t6q0gouP_ZN0NM:&tbnh=104&tbnw=100&prev=/images?q=Faron+White&gbv=2&ndsp=18&hl=en&safe=off&sa=N&ei=1He7SrmQGIP8tgPdt4n8Aw
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Fraud Quick Facts

• Most fraud is found by employees & 
managers simply paying attention to what is 
going on.

• Perception of detection is the best deterrent 
to fraud. 

• All employees have a role in ensuring 
ethical business dealings of the institution.

• When fraud occurs it has implications: 
donors, legislators, research, etc… 
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Most Common Reason Fraud 
Occurs 

_One Person is given _complete 
control_ of the financial process 
without any oversight or monitoring 
from the supervisor or department 
head.



2014 ACFE Report

 Estimates organizations lose 5% of their 
annual revenue to fraud.

 Median loss - $145,000 per case
 Median length – 18 months
 As has been true in every report ---- tips are 

the greatest source of fraud detection. 
 Small organizations are disproportionately 

victimized by fraud.



2014 ACFE Report
3 Ways Fraud Occurs

1. Asset Misappropriation
2. Corruption Schemes
3. Financial Statement Fraud



2014 ACFE Report
Industries By Frequency (not $)

5. Education
4. Health Care
3.Manufacturing
2. Government
1. Banking

2010 was first time ever in the top 
5 as to frequency. We’ve held 
ranking in 2012 & 2014! 



Gender of Fraud Perpetrators, 
who commits more frequently?

Male 66.8%  Female 33.2%
Not true for Universities based on 

my experience.   Also in USA 54-46.

©2008 by the Association of 
Certified Fraud Examiners, Inc.



Length of employment, 
who commits most frequently?

1-5 years of employment most frequent 
(but losses are lower, long term cause 

more loss dollar wise.)
Not true for Universities based on my 

experience.©2008 by the Association of 
Certified Fraud Examiners, Inc.



2014 ACFE Report
What contributed to fraud occurring?

1. Lack of internal controls
2. Lack of management review
3. Override of existing controls
4. Poor tone at the top
5. Lack of competent oversight

***If these are the things that contribute to 
fraud what should we do?





Georgia Tech



How That Case Concluded



“Contemplating any business act, an 
employee should ask himself whether he 

would be willing to see it immediately 
described by an informed critical reporter 
on the front page of his local paper and 

thus be read by his spouse, children, and 
friends.”

Warren Buffett



The Curious Case of Quin
Wiggins
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Three Things To Remember

….even if you forget most of what 
I’ve said today.

http://images.google.com/imgres?imgurl=http://gallery.photo.net/photo/2139619-lg.jpg&imgrefurl=http://photo.net/photodb/photo?photo_id=2139619&size=lg&usg=__KLC9MBSO0QcPvmgJDqDmNlmSZoA=&h=1280&w=960&sz=312&hl=en&start=3&sig2=oed4jGf2mL-NoIOq1rbaxQ&tbnid=u5AFhUP0G4XndM:&tbnh=150&tbnw=113&prev=/images?q=The+Number+3&gbv=2&ndsp=18&hl=en&safe=off&sa=N&ei=NyT_Se-bHJHisgPX5PjJAQ
http://images.google.com/imgres?imgurl=http://gallery.photo.net/photo/2139619-lg.jpg&imgrefurl=http://photo.net/photodb/photo?photo_id=2139619&size=lg&usg=__KLC9MBSO0QcPvmgJDqDmNlmSZoA=&h=1280&w=960&sz=312&hl=en&start=3&sig2=oed4jGf2mL-NoIOq1rbaxQ&tbnid=u5AFhUP0G4XndM:&tbnh=150&tbnw=113&prev=/images?q=The+Number+3&gbv=2&ndsp=18&hl=en&safe=off&sa=N&ei=NyT_Se-bHJHisgPX5PjJAQ
http://images.google.com/imgres?imgurl=http://www.digitalrampage.com/images/remember.jpg&imgrefurl=http://tseyui.blogspot.com/2008_04_01_archive.html&usg=__1rD4LUY8XAAnK_4UMl975sY2wPc=&h=503&w=400&sz=106&hl=en&start=1&sig2=HfNhcFvXhzHevQffUVMF2A&tbnid=2UqzWs5IT33qJM:&tbnh=130&tbnw=103&prev=/images?q=Remember&gbv=2&hl=en&safe=off&ei=YCT_ScbnJKLaswO63unyAQ
http://images.google.com/imgres?imgurl=http://www.digitalrampage.com/images/remember.jpg&imgrefurl=http://tseyui.blogspot.com/2008_04_01_archive.html&usg=__1rD4LUY8XAAnK_4UMl975sY2wPc=&h=503&w=400&sz=106&hl=en&start=1&sig2=HfNhcFvXhzHevQffUVMF2A&tbnid=2UqzWs5IT33qJM:&tbnh=130&tbnw=103&prev=/images?q=Remember&gbv=2&hl=en&safe=off&ei=YCT_ScbnJKLaswO63unyAQ
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3 Things

1. You are a risk manager.  You 
make things better or worse.

2. Internal controls matter in 
achieving success so think about 
those you can improve. 

3. Never let one person have 
complete control of any process. 
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Questions & Comments

Contact Info:
Kevin Robinson

robinmk@auburn.edu

http://images.google.com/imgres?imgurl=http://www.dreamstime.com/question-mark-button-thumb304974.jpg&imgrefurl=http://www.dreamstime.com/question-mark-button-image304974&usg=__qCx9Sg5aNOPbZWWS2knioti9lp8=&h=303&w=300&sz=27&hl=en&start=3&tbnid=y5MtNIb-lH31JM:&tbnh=116&tbnw=115&prev=/images?q=Question+Mark&gbv=2&ndsp=20&hl=en&safe=off&sa=N
http://images.google.com/imgres?imgurl=http://www.dreamstime.com/question-mark-button-thumb304974.jpg&imgrefurl=http://www.dreamstime.com/question-mark-button-image304974&usg=__qCx9Sg5aNOPbZWWS2knioti9lp8=&h=303&w=300&sz=27&hl=en&start=3&tbnid=y5MtNIb-lH31JM:&tbnh=116&tbnw=115&prev=/images?q=Question+Mark&gbv=2&ndsp=20&hl=en&safe=off&sa=N
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